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The territorial application of Québec’s Act respecting 
the protection of personal information in the private 
sector1 (the “Act”) remains to be settled by legislation 
or jurisprudence. While Courts have identified 
the criteria used to ascertain the existence of an 

enterprise, they have yet to develop a clear approach 
to the application of the Act to foreign enterprises 
with activities in the province of Québec.

As discussed below, Canada’s Personal 
Information Protection and Electronic Documents 
Act2 (“PIPEDA”) and the EU General Data 
Protection Regulation (the “GDPR”) may 
provide models that could be considered in 
Québec. However, until the territorial scope of the 
Act  is clarified, organizations may find that the 
Act applies to their activities in unexpected ways, 
as has occurred in a number of cases discussed 
below, where there have been minimal connections 
to Québec.

1. APPLICATION OF THE ACT

Article 1 of the Act provides for its application.3 
According to this article, the Act establishes rules 
with respect to personal information “which a person 
collects, holds, uses or communicates to third persons 
in the course of carrying on an enterprise within the 
meaning of article 1525 of the Civil Code of Québec” 
(the “CCQ”).4

Other articles in the CCQ mention the concept of 
“enterprise,” but Courts have explicitly refused to 
use them to determine the application of the Act. The 
only criteria to ascertain the existence of an enterprise 
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on sets of personal data, whether or not by automated 
means, such as collection, recording, organisation, 
structuring, storage, adaptation or alteration, retrieval, 
consultation, use, disclosure by transmission, 
dissemination or otherwise making available, 
alignment or combination, restriction, erasure or 
destruction.” See Regulation (EU) 2016/679 of the 
European Parliament and of the Council of 27 April 
2016 on the protection of natural persons with regard 

to the processing of personal data and on the free 
movement of such data, and repealing Directive 95/46/
EC (General Data Protection Regulation), OJ 2016 L 
119/1 [GDPR], art. 4. 

25 Ibid., art. 3(1).
26 Google Spain SL and Google Inc. v Agencia Española 

de Protección de Datos and Mario Costeja González, 
CJEU, May 13, 2014, C 131/12, EU, at para. 48.

27 GDPR, supra note 22, art. 3(2).
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Advancements in technology have greatly 
expanded the types of biometric information that we 
are readily able to collect from individuals, as well as 
the ways in which such biometric information can be 
used. Facial structure, fingerprints, speech patterns, 
voice recognition, iris composition and retinal scans, 
gait, hand geometry, vein patterns and even body 
odour are all biometric identifiers. The purposes 
for which biometric data may be used to identify or 
authenticate an individual may be broadly divided 
into four categories:

• to permit physical access to restricted areas, 
products or services, e.g. fingerprint or facial 
recognition to access phone or electronic devices;

• to confirm an entitlement to services, e.g. 
NEXUS, a biometric-based system that expedites 
border crossings between Canada and the United 
States, allows registered low-risk passengers 
to authenticate themselves through retina and 
thumbprint scans;

• to monitor or record certain facts, such as the 
monitoring of employee attendance or movements 
or the retrieval of banking or health records. 
Biometric monitoring of employees has become 
a subject of great interest; and

• to associate a particular activity with an individual.

Unlike passwords and other traditional measures 
used to secure information or prevent access, 
biometric information cannot be forgotten or 
misplaced. Coupled with the fact that biometric 
information is inherently personal in nature, largely 
unchangeable and distinctive from individual 
to individual, this has resulted in a widespread 
belief that biometrics are ideal for identification or 
authentication purposes.

However, the characteristics which make its use 
ideal for identification or authentication are the same 
characteristics which raise concern among privacy 
advocates. These concerns centre around the high 
risks associated with the wrongful disclosure, theft 
or misuse of biometric information. The severe 
consequences of these risks require the biometrics 
industry and the private and public sector working with 
biometric technologies to strictly adhere to existing 
privacy legislation and to work with government 
authorities to revise regulatory frameworks to ensure 
this highly-sensitive information is adequately 
protected from misuse and theft.


