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“Very belligerent customer, brainless, customer is 
annoying, total idiot customer, customer is a huge 
a****** who thinks she’s allowed to do anything, 
total pain in the a** customer, crazy, heavy African 

accent, Jewish customer, customer with a heart 
problem, customer with a mental illness, alcoholic 
customer, put her husband with Parkinson’s on the 
phone, customer who had a herniated disc operation 
3 months ago”.

This is a sampling of some of the 5,858 comments 
that were held to be irrelevant about customers 
maintained by the customer service department of a 
French household appliance company. Aside from 
the negative effect on the company’s public image, 
the National Commission on Informatics and Liberty 
(Commission nationale de l’informatique et des 
libertés, or the “CNIL”) also sanctioned this behaviour 
by ordering the company to [translation:] “take the 
necessary measures to prevent excessive comments 
from being recorded in the company’s databases, and 
in particular set up a system for automatic detection 
of such comments and make employees aware 
of the need to record only necessary and relevant 
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data”.1 Recently, the CNIL has once again drawn the 
attention of businesses to the necessity of adopting 
good practices in this matter.2 

This case may seem rather excessive,3 especially as 
it is miles away from our Canadian borders. However, 
the practice of recording internal comments about 
customers/users in databases (or “free comment 
fields”), especially in CRM systems,4 is common in 
most Canadian organizations, for example, in 
order to track customer records or personalize the 
business relationship. Furthermore, as in Europe, 
such a practice has inherent personal data protection 
issues (in that the comments are information about 
identifiable individuals), with the resulting risks of 
sanctions and harm to reputation. 

IN SHORT, THE PRINCIPLE IS SIMPLE: YOU 
CAN’T WRITE JUST ANYTHING IN FREE 
COMMENT FIELDS! 

Canadian laws concerning the protection of 
personal information set out the requirement of 
“necessity”. Thus, in Québec, businesses may only 
collect information “necessary” for the purposes 
of the file, in addition to having a “serious and 
legitimate reason” for doing so.5 Furthermore, 
when establishing or using the file, businesses may 
not: “otherwise invade the privacy or injure the 
reputation of the person concerned”.6 At the federal 
level, the fundamental concept is similar in that: 
“[t]he collection of personal information shall be 
limited to that which is necessary for the purposes 
identified by the organization. Information shall be 
collected by fair and lawful means”.7 Lastly, within 
the European Union, Article 5 of the General Data 
Protection Regulation (the “GDPR”) clearly states 
that personal data must be: “adequate, relevant 
and limited to what is necessary in relation to the 
purposes for which they are processed”. Thus, 
the information provided must not infringe on a 
person’s image or prevent them from receiving a 
benefit to which they may have a claim simply due 
to the presence of disparaging, discriminatory or 
even injurious comments. 

CANADIAN PRIVACY LAW REVIEW

Canadian Privacy Law Review is published monthly by 
LexisNexis Canada Inc., 111 Gordon Baker Road, Suite 
900, Toronto ON M2H 3R1 by subscription only.

All rights reserved. No part of this publication may be 
reproduced or stored in any material form (including 
photocopying or storing it in any medium by electronic means 
and whether or not transiently or incidentally to some other 
use of this publication) without the written permission of the 
copyright holder except in accordance with the provisions of 
the Copyright Act. © LexisNexis Canada Inc. 2019

ISBN 0-433-44417-7 (print)       ISSN 1708-5446
ISBN 0-433-44650-1 (PDF)        ISSN 1708-5454
ISBN 0-433-44418-5 (print & PDF)

Subscription rates:  $340.00 per year (print or PDF)
 $520.00 per year (print & PDF)

Please address all editorial inquiries to:

General Editor
Professor Michael A. Geist
Canada Research Chair in Internet and E-Commerce Law
University of Ottawa, Faculty of Law
E-mail: mgeist@uottawa.ca 

LexisNexis Canada Inc.
Tel. (905) 479-2665
Fax (905) 479-2826
E-mail: cplr@lexisnexis.ca
Web site: www.lexisnexis.ca

ADVISORY BOARD

• Ann Cavoukian, former Information and Privacy 
Commissioner of Ontario, Toronto • David Flaherty, Privacy 
Consultant, Victoria • Elizabeth Judge, University of 
Ottawa • Christopher Kuner, Professor, Brussels Privacy 
Hub, VUB Brussel • Suzanne Morin, Sun Life, Montreal 
• Bill Munson, Toronto • Stephanie Perrin, Service Canada, 
Integrity Risk Management and Operations, Gatineau 
• Patricia Wilson, Osler, Hoskin & Harcourt LLP, Ottawa

Note: This review solicits manuscripts for consideration by 
the Editors, who reserves the right to reject any manuscript 
or to publish it in revised form. The articles included in 
the Canadian Privacy Law Review reflect the views of 
the individual authors and do not necessarily reflect the 
views of the advisory board members. This review is not 
intended to provide legal or other professional advice and 
readers should not act on the information contained in this 
review without seeking specific independent advice on the 
particular matters with which they are concerned.

66

May 2019 Volume 16, No. 6 Canadian Privacy Law Review

data”.1 Recently, the CNIL has once again drawn the 
attention of businesses to the necessity of adopting 
good practices in this matter.2 

This case may seem rather excessive,3 especially as 
it is miles away from our Canadian borders. However, 
the practice of recording internal comments about 
customers/users in databases (or “free comment 
fields”), especially in CRM systems,4 is common in 
most Canadian organizations, for example, in 
order to track customer records or personalize the 
business relationship. Furthermore, as in Europe, 
such a practice has inherent personal data protection 
issues (in that the comments are information about 
identifiable individuals), with the resulting risks of 
sanctions and harm to reputation. 

IN SHORT, THE PRINCIPLE IS SIMPLE: YOU 
CAN’T WRITE JUST ANYTHING IN FREE 
COMMENT FIELDS! 

Canadian laws concerning the protection of 
personal information set out the requirement of 
“necessity”. Thus, in Québec, businesses may only 
collect information “necessary” for the purposes 
of the file, in addition to having a “serious and 
legitimate reason” for doing so.5 Furthermore, 
when establishing or using the file, businesses may 
not: “otherwise invade the privacy or injure the 
reputation of the person concerned”.6 At the federal 
level, the fundamental concept is similar in that: 
“[t]he collection of personal information shall be 
limited to that which is necessary for the purposes 
identified by the organization. Information shall be 
collected by fair and lawful means”.7 Lastly, within 
the European Union, Article 5 of the General Data 
Protection Regulation (the “GDPR”) clearly states 
that personal data must be: “adequate, relevant 
and limited to what is necessary in relation to the 
purposes for which they are processed”. Thus, 
the information provided must not infringe on a 
person’s image or prevent them from receiving a 
benefit to which they may have a claim simply due 
to the presence of disparaging, discriminatory or 
even injurious comments. 

CANADIAN PRIVACY LAW REVIEW

Canadian Privacy Law Review is published monthly by 
LexisNexis Canada Inc., 111 Gordon Baker Road, Suite 
900, Toronto ON M2H 3R1 by subscription only.

All rights reserved. No part of this publication may be 
reproduced or stored in any material form (including 
photocopying or storing it in any medium by electronic means 
and whether or not transiently or incidentally to some other 
use of this publication) without the written permission of the 
copyright holder except in accordance with the provisions of 
the Copyright Act. © LexisNexis Canada Inc. 2019

ISBN 0-433-44417-7 (print)       ISSN 1708-5446
ISBN 0-433-44650-1 (PDF)        ISSN 1708-5454
ISBN 0-433-44418-5 (print & PDF)

Subscription rates:  $340.00 per year (print or PDF)
 $520.00 per year (print & PDF)

Please address all editorial inquiries to:

General Editor
Professor Michael A. Geist
Canada Research Chair in Internet and E-Commerce Law
University of Ottawa, Faculty of Law
E-mail: mgeist@uottawa.ca 

LexisNexis Canada Inc.
Tel. (905) 479-2665
Fax (905) 479-2826
E-mail: cplr@lexisnexis.ca
Web site: www.lexisnexis.ca

ADVISORY BOARD

• Ann Cavoukian, former Information and Privacy 
Commissioner of Ontario, Toronto • David Flaherty, Privacy 
Consultant, Victoria • Elizabeth Judge, University of 
Ottawa • Christopher Kuner, Professor, Brussels Privacy 
Hub, VUB Brussel • Suzanne Morin, Sun Life, Montreal 
• Bill Munson, Toronto • Stephanie Perrin, Service Canada, 
Integrity Risk Management and Operations, Gatineau 
• Patricia Wilson, Osler, Hoskin & Harcourt LLP, Ottawa

Note: This review solicits manuscripts for consideration by 
the Editors, who reserves the right to reject any manuscript 
or to publish it in revised form. The articles included in 
the Canadian Privacy Law Review reflect the views of 
the individual authors and do not necessarily reflect the 
views of the advisory board members. This review is not 
intended to provide legal or other professional advice and 
readers should not act on the information contained in this 
review without seeking specific independent advice on the 
particular matters with which they are concerned.



Canadian Privacy Law Review May 2019 Volume 16, No. 6

67

WHAT ARE THE RULES AND GOOD 
PRACTICES TO ADOPT TO PROMOTE THE 
HARMONIOUS USE OF FREE COMMENT 
FIELDS WITHIN YOUR ORGANIZATION?8 

• Institute a policy on the use of free comment 
fields, including tips and examples of preferred 
vocabulary (as well as any special rules for treating 
sensitive information, such as the person’s health, 
religion, or sex life); 

• Train and sensitize employees, particularly teams 
in direct contact with customers or users, so that 
they can understand and identify inappropriate, 
subjective or insulting comments; 

• Promote the use of drop-down menus offering 
objective assessments as much as possible; 

• Conduct regular audits using automated tools to 
check words contained in free comment fields; and, 

• Assess organization-specific risks (B2C, CRM, 
organization size) and take into account the rights 
of individuals to their personal information — that 
they may request access to comments about them, 
along with the dramatic legal and reputational 
consequences that this could entail.

In the end, if you do not have free rein to comment 
on your customers or users, it is up to your organization 
to take control and stay on the right path, improving 
your reputation along the way. 

Free comments: the ball is in your court!
[Antoine Guilmain is a member of the Privacy and 

Information Protection Group. His practice areas are 
personal information protection, access to information, 
online advertising and marketing, cybersecurity, and 
new technologies. In particular, as a lawyer at the Paris 
Bar and holder of the CIPP/e certification, he assists 
many clients with their compliance processes under 
the General Data Protection Regulation (GDPR). He 
also holds an LL.D. in information technology law 
from the Université de Montréal and the Université 
Paris 1 Panthéon-Sorbonne.

Aya Barbach is a lawyer with the Privacy and 
Information Protection Group. Her practice areas 
are personal information protection, access to 
information, cybersecurity, and online advertising 

and marketing. Aya advises and supports both private 
businesses and public bodies on all topics relating 
to privacy and personal information protection, 
including privacy and information protection, 
compliance with anti-spam legislation, and a number 
of other information technology-related issues. Aya 
also advises and supports employers in labour and 
employment law cases involving digital technology 
(video surveillance in the workplace, online payroll 
management, management of online evaluations 
done by employees, etc.).  In addition, she represents 
clients before various courts and administrative 
tribunals, including the Commission d’accès à 
l’information. 

Julie Uzan-Naulin is a lawyer with the Privacy 
and Data Protection Group. She specializes in 
the field of regulated sectors and personal data 
protection, including the General Data Protection 
Regulation (GDPR). Her practice focuses on the 
protection of personal information, in particular 
the GDPR. Julie holds a PhD in public law and has 
extensive experience in the area of privacy protection. 
She understands the legal issues clients may face and 
works to align their business activities and objectives, 
in compliance with existing standards.]
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